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1. BBepeHue

MoHUTopUHr YTM — cepBUC Mo KOHTpoto pabotocnocobHocTv YTM.
Cepsuc aocTtyneH no aapecy: https://dashboard.monitor-utm.ru

OcHoBHble GyHKLMM cepBuca:
1. BbiABneHMeE NHUMAEHTOB NoTepu paboTtocnocobHocTn YTM;
2. PearnpoBaHue Ha MHUWUAEHTbI B OHNANH-pEXUME;
3. O6paTHas cBasb ¢ YTM no KpUTUYHbIM UHUMAEHTAM.

[JaHHble o pabote YTM cobupaeT cnykba MOHUTOPUHTA (KIMEHTCKAn YacTb MOHUTOPWUHTa),
KOTOpaA YCTaHAB/AMBAETCA HA TOT e KOMMbloTep, Ha KOTOPOM ycTaHoBeH YTM.

Cny>kb6a MOHUTOPUHTIA He TpebyeT Kato4uen n ceptudukaTos ana paboTbl. JaHHble nepeaatoTca
Ha XOCTUHT MOHUTOPWHTa, rae 06pabaTbiBalOTCA, COPTUPYIOTCA U TPYMNNUPYIOTCS, MOC/E Yero CTaHOBATCA
[AOCTYMHbI NO/Ib30BaTENIO0 ANA NPOCMOTpa.

AKTyanbHan Bepcus JOKyMeHTa «PykoBoACTBO nosib3oBaTens cepsuca « MoOHUTOPUHT YTM»
pa3mellieHa no cebinke: https://r77.center-inform.ru/wiki/index.php/Cepsuc_MoHuTopuHr YTM

Canr
MOHWTOPMHra

A

Mepepaua
OaHHbIX

KomnbloTep Noab3oBaTtena

Mpoeepra Cny:ba

YTM
pabortocnocobHocTH MOHWTOPWUHIa

Puc.1
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2. AUCTpUOBYTUBBI U YCTAHOBKA CNYXKObl «MOHUTOPUHI YTM»

YcTaHOBKa MOHUTOPUHIA MOMKET OCYLLECTBAATLCA TpemMa cnocobamu:

1. MMpv nomoLLM NAKETHOrO MHCTaNNATOPaA (pekomeHayemblin cnocob). JaHHbIM cnocob
noApasyMeBaeT NOLAroBoe B3aMMOAeNCTBME C NOIb30BATENEM;

2. Cucnonb3oBaHUEM KTUXOFO» MHCTannATopa naketos ana Windows. « Tuxuit uHctannatTop»
NpPouM3BOAMT YCTaHOBKY B GOHOBOM pexxunme, 6e3 B3anMogeincTemns ¢ Noib3oBaTenem. 3anycK
TAKOr0 MHCTANNATOPA BO3MOXKEH TOIbKO M3-M04, YY4ETHOM 3anmMcK agMUHUCTPaTopa. Bee
BbINONHAEMbIE AENCTBUA BYAYT BbINONHATLCA aBTOMATUYECKN, Balinbl cnyxkobl byayT
yCTaHOB/IeHbI N0 YMoYaHuio, B nanky C:\UTM\;

3. B py4yHOM pexxkunme. JaHHbIA MeTOL YCTaHOBKM UCNO/b3yeTCA B C/ly4ae HEBO3MOXKHOCTH
aBTOMaTMYECKOMN YCTaHOBKM cnyK6bl Ha MK ¢ OC Windows, a Tak»Ke ABAsSeTCA CTaHAaPTHbIM Npu
ycTtaHoBke Ha MK ¢ OC Linux.

OnctprnbyTrnebl U aKTyaibHas BEPCUA PYKOBOACTBA MO/1b30BaTeA AOCTYMNHbI MO CCbI/IKE:
http://r77.center-inform.ru/monitoring/

2.1 YcTaHoBKa cay*6bl gna Windows ¢ Mcrnosib3oBaHMEM MaKeTHOro
MHCTaNnATopa

BHUMAHMUE! B 3aBucumoctn ot Bepcun OC, Ananorosble OKHa MOryT HE3HAUUTE/IbHO
OT/INYaTbLCA, B JAHHOM PYKOBOACTBE npeacTaBaeH npumep ycraHosku N0 8 OC Windows 8.

[na 3anycKka MHCTaNNATOPA, KIMKHUTE ABaXAbl MO CKaYeHHOMY dpanny «setup-monitoring.exe».
Mocne atoro, MK MoXKeT 3anpocuTb AONOJHUTE/IbHOE pa3peLleHne Ha 3anyck gaHHoro ¢aiina,
Heobxoanmo BbibpaTh «MogpobHee» -> «BbINONHUTL B t060M caydae» (puc.2):

Cucrema Windows 3alumtnna Ball KOMMNbIOTEP

N 3awmTHMKE Windows npeacTBpatia 3anyck HeoNO3HaHHOo NP
MMLHITED PMC

eHWe: setup-monitoring
HMzparens: HeuzsecTHLIF M34aTenk

| Bwinonnute B niobom cayuae |

Puc. 2

[anee MoXeT NOABUTLCA COOBLLEHME OT KOHTPOAA YYETHBIX 3anuncei nonb3osateneit (UAC) ¢ 3anpocom:
«Pazpewiums amomy nNpusaoXceHU0 om HeuzeecmHo20 uzdamess BHOCUMb U3MeHeHUs Ha 8auwem
ycmpolicmee?». [Ina NpoA0KeHUA YCTaHOBKM HeobXxoANMMO BbibpaTb «dan.
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B cneaytouiem okHe Heobxoanmo BbibpaTh Nanky A8 YCTaHOBKM Cy»KObl « MOHUTOPUHT YTM».
MOHUTOPUHT A0NXKEH BbITb YCTaHOBAEH B TOM e nanke, 4to u YTM (C:\UTM\).

Mpouecc YyCTaHOBKM CYKObl OTOBPAXKEH HUMKe, CeaynTe yKasaHMAM MeHeaKepa YCTaHOBKMU:

{F Ycranoska — Manitoring UTM =l
- | — d— -

Boifbop nankn ycTanoBKn
E KaKyro nanky Bkl XOTMTE YCTaHoBMTe Monitoring UTM?

l Mporpamma ycrasoswT Monitoring UTM B cnegyrolw yio Nanky.

Hasmure «flanees, yTobbl NpoLom#Ts, ECiM Bl XOTHTE BRIDPaTL APYryHO Nanky,
HammuTe «0b30ps,

C: \UTM| Obzop...

TpebyeTcA Kak MuHIMMym 36,5 MG cBobogHoro AWCKOBOro NPOCTPaHCTES.

[ < Hazaa ]I fanee = I[ OTMEHa

Puc. 3

(F Ycranoska — Monitoring UTM Ql

BuibepuTe nanky B MeHiD «IMycKs
FAe NporpaMMa yCTaHOBKW A0TKHE COSAETE APNLIKK?

i MporpaMMa co3aacT ApMbIK B CNEAYHOWER ManKe MeHto «TTyaos,

HasmuTe «[anees, yTobel NpoACKMTE, ECNM BRI X0TUTE BRIGPaETE APYT IO NanKy,
HammuTe «Db30p:,

Maritoring LTM

D He co3naBaTe Nanky B MeHKD < Iycks

< Hazaa “ fanee > |[ OTMeHa

Puc. 4
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(]
CepBuc «MoHUTOPUHT YTM». Mck® AO «LleHTpMHDOPM» C’

LEHTPUHOOPM

(# Yeranosxa — Monitoring UTM L= % |

BCE roToBo K YCTaHOBKe

MporpammMa yCTaHOBKM rOTOBa Ha4YaTe ycTaHoeky Monitoring UTM Ha saw
KOMMBKOTER,

Ha#muTe «¥CTaHoBMTE*, JToDbl NPOAOMKMTE, MMM «Hazan, eCnK Bel XOTHUTE
NPOCMOTPETE MM M3MEHWTE OMLYAK YCTEHOBKM,

Manka yCTaHoBKMK: -

C:\UTM

Manka B MeHKD < TycKs;
Monitaring LITM

AononHUTENEHBIE 3aaa44:
LononHUTENEHEIE SHAYKK:
Co3naTe 3HaYoK Ha Pabodem cTone

< Hazaa “ YcraHoB-MTbI [ OTMeHa

Puc. 5

" e
e - - = L=
(F Ycranoexa Mranlto-rmg _UTM R

YcranoBKa...

MoxanyAcTa, NogoxanTe, noka Monitoring UTM yCTaHOBMTCA Ha Baww
KOMMABKOTEP.

Pacnakoska QEMnos. ..
C:AUTMYymonitoringunins000. exe

Puc. 6
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{F Ycranoska — Monitoring UTM ==l

JapepuweHne Macrepa yCTaHOBKMH
Monitoring UTM

Mporpamma Monitoring UTM ycTaHoBneHa Ha Ball KOMNBKOTED.
MPMAOHKEHHE MOMHO 33NYCTUTE C NOMOLLEKD
CODTEETCTEYHOWETD SHAYKE,

HaptMuTe «3aBepTe s, YTobbl BRIMTH M3 NpOrpaMMsl
YCTEHOBKH.

Run Monitoring Service

SaBEPLUMTH

Puc. 7

MocTaBbTe ranouky «3anyck MoHutopuHra YTM», ecnv Bam He TpebyeTca HacTpolika
KOHOUIypaLMOHHbIX GannoB, KAMKHUTE «3aBepwmnTb» (puc.7). Mocne yCTaHOBKM U 3aMyCcKa CayKobl,
pekomeHAyem nepesanycTuTb CAyXKOy «transport» yctaHOBAEHHOro 3ksemnasapa YTM.

Ecnv B Balweli ceTm ncnosib3yeTtca NPoKcK-cepeep nan Bbl XOTUTE M3MEHUTL 3HAYEHUS,
YCTaHOB/IEHHbIE MO YMONYaHWI0, HEOBXOANMMO HaCTPOUTb KOHUIypaunoHHble dainbl (cornacHo n. 3
PYKOBOACTBA) U Nepe3anycTuTb CAYKBy «monitoring».

2.2 YCTaHOBKa C MCNOJZIb30BaHMEM «THUXOro» MHCTaNJIATOpPa

[lna ycTaHOBKM HeobX0aMMbIX GaliNoB B «TUXOM» pexunme, 6e3 B3anmoaencTeumsa C
nonb3oBaTesnem, 3anyctute ¢ain «silent-setup-monitoring.exe» ¢ npasamm agMuHUCTpaToOpa.

Mpouecc yCTaHOBKM HAYHETCA B GOHOBOM perkume, Ha paboyem ctone MK He 6yayT
oTobparkaTbCA ANANOroBble OKHA, hansbl CyKbObl 6yAyT yCTaHOBAEHbI MO YMOAYAHUIO, B NANKy
C:\UTM\. TaK KakK B JaHHOM pexnme OTCyTCTBYET B3aMMOAENCTBME C NOb30BaTENEM, B C/lyYae
OTCYTCTBMSA NPaB agMMHUCTPaTOpPa, MHbOPMALMOHHOe coobueHme 06 ownbKe Ha paboyem cTone
MOKas3aHo He byaer.

PykoBoacTBo nosb3oBatenda. Bepcma Ne4 ot 15.12.2021r.
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2.3 Py4Has yctaHoBKa gna Windows v Linux

BHUMAHMUE! JaHHbI MeToZ YCTaHOBKM UCMO/b3yeTCA B C/ly4ae HEBO3MOXKHOCTM aBTOMATUUYECKOM
YCTaHOBKMU C/y»KObl Ha Bawem [MK.

2.3.1 Windows

[Nna py4yHOW YyCTaHOBKM K/IMEHTa MOHUTOPMHIA UCMO/Ib3YeTCA apxmB. B cocTas apxmBa BXoaAT
cnegytowme nanku (puc.8):

bin
lib
updatable

Pnc.8

[ns yctaHOBKKM KaneHTa « MoHuTopuHra YTM» Ha OC Windows Heobxoaumo:

1. OcTaHOBUTb CAYXKOY «transport_monotoring» unv 3anyctutb ¢aiin
\UTM\monitoring\bin\StopDaemon.bat;

2. Ypanutb cnyx6y «transport_monotoring», 3anyctus daiin
\UTM\monitoring\bin\UninstallDaemon.bat;

3. Ypanutb Katanor C:\UTM\monitoring;

4. BcTtaBuTb KaTanor «monitoring» u3 ckayaHHoro apxmsa 8 C:\UTM\;

5. YcTaHoBUTb CyXOY «transport_monotoring», 3anyctms damn -
\UTM\monitoring\bin\installService.bat;

6. HacTpoutb KoHbUTypauMoHHbIe ¢aiinbl (cornacHo n. 3 pyKoBoacCTBa);

7. 3anyctuTb cnyxby «transport_monotoring» wnu 3anyctutb dbamnn
\UTM\monitoring\bin\runService.bat.

Mocne BbINOJHEHHbIX A4eNCTBUIM CNy»K6a MOHUTOPUHIA CYMTAETCA YCTAHOBNEHHOM. NS NpoBepKu
paboTocnocobHOCTU CNyKb6bl MOHUTOPUHTA, NepenauTe Ha raBHYH CTpaHULYy cepsuca (obpaTtute
BHMMaHWe Ha Nepuos, 06HOBAEHUA AAHHbIX, YCTAHOBAEHHbI B HACTPOMKaX KOHPUIYPaLLMOHHbIX
daiinos).

Ecnv 3HaYeHMa 06HOBUAUCH, CyKOa MOHUTOPMHIA YCTaHOB/IEHA KOPPEKTHO.

2.3.2 Linux

Ecnm YTM ycTaHOBAEH C YTUAUTOWN SUpervisor, To:

OcTaHoBuUTe CAyXby «monitoring» KomaHaou sudo supervisorctl stop monitoring B TepMmnHane;
Yaanute katanor \UTM\monitoring;

BctasbTe KaTasior «monitoring» 13 noarotosneHHoro anctpubytmsa 8 \UTM\;

3anycTtute cnyKby «monitoring» Komanaon sudo supervisorctl start monitoring B TepMmuHane.

PwnN PR

B cnyyae BO3HUMKHOBEHUA OLWIMBKM, pEKOMEHAYyeM NPOBEPUTL Npasa AocTyna dainos monitoring.sh
monitoring_debug.sh 8 katanore \UTM\monitoring\bin.

8
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Ecnm YTM ycTaHOBNEH 63 yTUANTBI SUpervisor, To:
1. OctaHoBuTe cayKby «monitoring» KomaHAaoM sudo monitoring stop B TepMUHane;
2. Ypanute katanor \UTM\monitoring;
3. BcraBbTe KaTasor «monitoring» us noarotosneHHoro amctpubytusa 8 \UTM\;
4. 3anyctute cnyxby «monitoring» KomaHgpol sudo monitoring start B TepmuHane.

B cnyyae BO3HMKHOBEHMA OWIMBKM, peKomeHayem npoBepuTb npasa Aoctyna ¢aiios monitoring.sh n
monitoring_debug.sh 8 katanore \UTM\monitoring\bin.

PykoBoacTBo nosb3oBatenda. Bepcma Ne4 ot 15.12.2021r.
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3. HacTtporKa KoHpUrypauMoHHbIX dansioB

HacTpolika KOHOUIypaunoHHbIX GpaitioB MOXKeT NoTpeboBaTbCs, HanNpUMep, ecaun B Baweit
OpraHM3aLMm NCNO/b3YIOTCA HECTaHAAPTHbIE HACTPOWKK ceTH (YCTaHOBEH MPOKCU-CepBep).

KoHourypaumoHHble dpalinbl KnmeHTa « MoHUTOpUHra YTM» HaxoaaTcs B MO NyTy
\monitoring\updatable\terminal-monitoring-[Homep sepcuun]\conf.
[na KoppeKkTHOM paboTbl cNyKObl MOHUTOPUHIA HEOHXOAMMO HACTPOUTL KOHPUTYPaLMOHHbIE daibi:
e monitoring.properties - HACTPOMKM MOHUTOPUHTa
e monitoring.updater.properties - HaCTPOMKM MoayNA OBHOBAEHMA

Mpw ncnonb3oBaHMM Bamu NpoKcu-cepBepa, 3ano/IHMTe cOOTBETCTBYOWMeE nonsa daina
monitoring.properties 1 monitoring.updater.properties:

e proxy.host= (xocT)

e proxy.port= (nopr)

e proxy.user= (noruH)

e proxy.password= (naponb)

HacTpoika nepuoaa oTnpaBKu OTYETOB B Ppaine monitoring.properties:
e timer.delay.ms=
Mepunog oTNPaBKM OTYETOB B MUIJIUCEKYHAAX, C LWIArom B 1 MUHYTY.
YctaHaBauBaeTca B npeaenax ot 60000 (1 mmnHyTa) oo 86400000 (24 vaca).
PekomeHayemblii nepmnog oTnpaBKkM OTYETOB OT KIMEHTA MOHUTOPUHra paseH «180000» (3 MUHyTbI). OH
YCTaHOB/IEH NO YMONYAHMIO.

MpoBepKa nopTtoB YTM B ¢aitne monitoring.properties:
e transport.connector=
e updater.connector=

Cny»ebHble NOPTbl, MO KOTOPOMY UAET coeMHeHMe cnyxbbl «monitoring» ¢ YTM:

e Ecnm YTM 6bin ycTaHOBAEH CO CTaHAAPTHbIMM NapaMeTpPamm, TO MEHATb 3HAYEHUSA
«transport.connector» n «updater.connector» He TpebyeTcsa. B aTom cnyyae
«transport.connector» 1 «updater.connector» 3akommeHTUpPOBaHbI B painie
monitoring.properties.

e Ecam YTM ncnonb3yeT HecTaHAAPTHble NOPTbI, TO HEOOXO0AMMO B NapameTpax
«transport.connector» n «updater.connector» B ¢painne monitoring.properties, ykasatb
3HauyeHus B popmarte [host:port], Hanpumep: transport.connector=127.0.0.1:8192,
updater.connector=127.0.0.1:8193

MocmoTpeTb, Kakme nopTbl ucnosb3yeT YTM moxKHO B dpannax:
e \UTM\transporter\conf\transport.properties 8 napametpe «transport.service.port»
e \UTM\updater\conf\transport.properties 8 napametpe updater.service.port
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KonnuecTBo nocneaHNX OTYETOB, COXPaHAEMbIX Nepes OTNpPaBKoi Ha cepBep, HacTpansBaeTcs B
nosne:

e saved.reports.quantity
B c/ilydae HEBO3MOXKHOCTM OTMPaBKM OTYETOB Ha cepBep (Hanpumep, HET CoeAUHEHMUA C CETbIO UHTEPHET
WA HeaoCTyneH cepsep), MOHUTOPUHT ByeT COXPaHATb OTYETHI IOKANbHO Ha KOMMNblOTepe B
KO/IMYecTBe, YKasaHHOM B IaHHOM napameTpe.

[aTa Hayana oTnNpaBKM OTYETOB:

e timerfirst.time=
B faHHOM napameTpe yKka3sbiBaeTca gata B popmate YYYY-MM-DD HH:MM:SS. Ecnv oHa meHblue
TEKYLLEN UM He yKasaHa, OTY4ETbI OTNPABAAIOTCA Cpasy Nnocae cTapTa cayKbbl. Ecan 6onblie - To nocne
HaCcTyn/ieHWA yKazaHHOro sBpemeHu. 1o ymonyaHuio aaTta He yKasaHa.

11
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4. ®yHKUMOHa/NbHblE BO3MOXXHOCTU cepBUCa «MOHUTOPUHI
YTM»

4.1 O6wwee onncaHue

WHTepdelic cepBuca MMmeeT 3 BapnaHTa 0TobparkeHNsa NapameTpos:

1. BepxHuii ypoBeHb (1) oTobparkaeT cBOAHbIE AaHHbIe B pa3pese rpynmnbl. B atom 610Ke
0TObOpaXKaTCA MUHUMANbHbIE/MAaKCMMaJIbHbIE 3HAYEHUA OTC/IEKMBAEMBIX NAaPaMETPOB, NpK
NPEeBbILLEHNN KOTOPbIX, MEHAETCA LIBETOBAA MHAMKALMA. [laHHaA cTpaHMLUa NpegHasHavYeHa ans
y406CTBa OTCNEXNBAHUA U3MEHEHMA cOCToAHMA YTM no rpynnam.

2. CpepHuii ypoBeHb (2) oTobparkaeT cocTossHMe napameTpoB YTM B pa3pese 3K3eMNIsapos,
BXOAALMX B rpynny. [JaHHbIM pasaen npegHasHayeH gnsa onpeaesieHns KOHKPeTHoro
aksemnasapa (fsrar_id), no Kotopomy npowusoLuno cobbiTue.

3. HuKHKMi1 ypoBeHb (3) NpeAHa3HauYeH Ans AMarHOCTUKN KOHKpeTHoro aksemnaspa YTM (fsrar_id)
1 oToBpaXKaeT COCTOHME K/KOUYEBbIX MapamMeTpOoB, BAUAIOLWMX Ha ero pabory.

B 3aBMCMMOCTM OT BMAA YYETHOM 3aNunCK, AOCTYMHOCTb YPOBHEW NPOCMOTPA MOXKET OTNYATLCA.
Bo3MOXHble BUAbl YY4ETHOM 3anucu:
e [pynnoBoOM NOruH - NpeaHasHavyeH 41a yaobcTBa oTc/ieXnBaHna 60/1bLLOro Kon4YecTsa
aksemnnsapos YTM (puc.9);
e MOHO-/I0TMH - 0TOBPaAXKaeT TONbKO TPETUI YpoBeHb. MpegHasHayeH Ana oTcaexunsanma 1
aksemnasapa YTM (puc.10);
e [1eMO-N0ruH - NpesHasHayeH ANA AEMOHCTPaLMKM paboTbl cepBuca (docmyn K cepsucy
onucaH 8 pasoese 4.5 «/lemo-102uH»).

4.2 BepXxHu1 ypoBeHb

Monitoring -

CratueTuka
roct
AO "Opranmaauma 1"
AO "Opranusanus 2*

AO "Opranmzauns 3*

Puc.9

[aHHas cTpaHMUa NnpegHa3HavYeHa ANA BU3yalbHOM OLLEHKU COCTOAHMA Bcex YTM,
npuHaaneskawmx rpynne/rpynnam Bawmx fsrar_id. MHAMKaUmMA coCcTOAHMA NapamMeTpoBs No3sosifeT Bam
6bICTPO OTPearnpoBaTb Ha BO3HUKLLME COBbLITUA B OAHOM U3 TPy, a TaKXKe NOMOXKET oTcaeanTb
n3meHeHuA coctoAaHnAa YTM.

Ha cTpaHuue pacnonaraetcs 610K «CTaTUCTUKA» C OToBpaXKeHMem cneayoumx 3HaueHUm:
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1. KonoHka «Fpynna» coaep:KUT HauMeHoBaHKWe rpynnbl 3k3emnispos YTM (HasBaHue
opraHusaumm). MHAMKaUUA: OTCYTCTBYET;

2. KosnoHKa «C6ou B paboTte» oTobparkaeT KoIMYECTBO 3K3EMMNIAPOB, B KOTOPbIX MPUCYTCTBYHOT
KpUTUYHbIe ana pabotbl YTM cobbitua. UHaMKauma: 0 olwmbok — MHAMKATOP 3e1EHOrO LBETa,
>0 — MHAMKATOP MEeHAET UBET Ha KPACHbIi;

3. KonoHKa «Ownbkn FOCT/RSA» oTobparkaeT Konnyectso YTM, B KOTOPbIX UMEIOTCA OLNBKN,
cBA3aHHble ¢ paboToit FOCT nam RSA ceptudmkatos. MHaAnKauma: O owmboK — MHAMKaATOP
3enéHoro uBeTa, >0 oWwnbOoK — MHAMKATOP MEHSET LLBET Ha KPaCHbIN;

4. KonoHKa «FOCT» oTobparkaeT MMHUMa/IbHOE KOJIMYECTBO AHEN/Heaenb A0 UCTeYeHUs
aencreuns ceptudmKaTa B rpynne nogpasaeneHuit. Mo AocTUXKeHUIo CpoKa B 1 Hegento
WHAMKAUMA CMEHUTCA HA OPaH»KeBbIW LBET. Mo AOCTMXEHUIO 3-X AHEBHOMO CPOKa 4,0 OKOHYaHMA
AencTeuns ceptudmKaTa MHAMKALMA CMEHMUTCS HA KPacHbIW LLBET;

5. KonoHKa «RSA» oTobparkaeT MMHUMaNbHOE 3HaYEHME 40 UCTEYEHMA CPOKa AEeNCTBUSA
cepTudmMKaTa B rpynne noapasaeneHunii. Mo 4OCTUKEHNIO CPOKa B 1 Heaento MHAMKaumA
CMEHWUTCA HA OpaHXKeBbIN LBeT. Mo AOCTUKEHMIO 3-X AHEBHOIO CPOKa 4,0 OKOHYaHMA AeNCTBUA
cepTMdMKaTa MHAMKALMA CMEHUTCA HA KPaCHbIM LBET;

6. KonoHKa «Bo3pact 6ydepa» otobparkaeT coctosHne bydepa (BO3pacT He OTNPaBAEHHbIX YEKOB
B AHAX/4acax/muHyTax). MIHAMKaUMA: OpaHKeBbI LBET NPU AOCTUXEHUN 1-AHEBHOrO CPOKa
BO3PACTa, KPACHbIW LLBET — MPU AOCTUKEHMM 2-X AHEBHOMO CPOKa;

7. Cronbeu «OHnaiiH YTM» yKasbiBaeT KonmyecTso YTM, Ha KOTopbix ciy»kba «transport»
3anyLeHa, a cnyxba «monitoring» ycnewHo nepeaana nocnegHue gaHHble Mo 06BbEKTY.
MHAnKaumA: OTCYTCTBYET;

8. «Bcero YTM» - cymma «OHnatH YTM» n YTM co ctatycom «C6om B pabote». B faHHO
KOJIOHKe 0TObpaykaeTcsa KOJIMYeCTBO 3aperMcTpmpoBaHHbIX B cepsuce YTM. MHAMKaums: He
npeaycMoTpeHa;

9. Bcronbue «MocnegHAs NoANUCbY NOKa3biBaeTCs BpeMs, 3aTpadyeHHoe YTM Ha ocyulecTBneHune
noanucu AOKYMeHTa, 3HaYeHne oTobparkaeTca B MUANMCEKYHAAX. MHAMKaLMA: OTCyTCTBYET.
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4.3 CpeaHUM ypoBEHb

User Template -

All = Filters 4

AO "OpraHusauus”

OHnain OWmnGKM

79

8
OFFLINE UNKNOWN

CraTucTuka

1
OFFLINE UNKNOWN

OFFLINE
Ownbkn FOCT/RSA

ONLINE
No data to show @

ONLINE

ONLINE
Vpopmauua
ONLINE

MarasuH-1

Puc.10

Ha gaHHOM cTpaHuue cepBuca pacrnoaaratotcs Hambosiee HPoOpMaTMBHbIE B0KN:
1. Bnok «OHnaitH» oTo6parkaeT MHGOPMaUMIo 0 Koandyectee paboTocnocobHbIx YTM. UHauKaumA:
OTCYTCTBYET;
2. bBnok «CraTucTUKa» c rpapuyeckMm MHAMKATOpom paboTocnocobHbix YTM, YTM c ownbkamm
cnyxbbl «transport» n YTM ¢ BbIKAOYEHHOM CyK601 «monitoring»;
3. Bnok «OwnbKu» otobpaxkaeT ownbKM U3 nor-dannos YTM, Bxoaalmx B AaHHyto rpynny. Mo
KaXKgoM owmnbKe oTpaxKatoTcsa CBeLEHMA O BpEMEHWN cobbITUS U NPUHAANEeKHOCTb K fsrar_id;
4. Bnok «Owunbkn FOCT/RSA» nHpopmupyet 06 owmnbKax, UMEIOLLMX OTHOLLIEHNE K paboTe
KNtOYeBbIX HocuTenen, ncnonbsyembix YTM opraHmsaumm. Mo Kaxkaon owmnbKe oTparkatoTca
CBeAEHUA 0 BpeMeHM cobbITUA W NpUHageXHoCTb K fsrar_id;
5. B 6s10ke «0O630p» npeactaBieHa MHbopmMaLmMa o cocToaHumM Beex fsrar_id B rpynne B paspese:
e fsrar_id aksemnnsapa YTM (MHAMKALMA OTCYTCTBYET);
®  KOJIMYECTBO OLIMBOK KNtoYEBbIX HOCUTENEN (B ciyyae, ecnm ownbok >0, LBeToBas
WHAMKALMSA MEHAETCA HA KPACHbIN LLBET;
e cTaTyc cayKbbl «monitoring» (B cnyyae OTCYTCTBMA OTYETA 33 3aZaHHbIV UHTEPBaJ,
WMHAMKaUMs MEHAETCA Ha KpacHbIl LBET);
®  CTaTyC CNyX6bl «transport» (B cnydae OTCYTCTBMA OTYETA 3@ 3a4aHHbIN MHTepBan,
WHAMKALMSA MEHAETCA Ha OPaHMKeBbIN LBET);
®  CpOK cnyx6bl cepTndmraTos FOCT 1 RSA (No AOCTUKEHUIO CpOKa B 1 Heaento MHAMKaLMA
CMEHWUTCA HA OPaHXXeBbIN LBeT. [0 AOCTUKEHMUIO 3-X AHEBHOIO CPOKA A0 OKOHYAHMA
AeNcTBUA cepTUdUKATa MHAMKALMA CMEHUTCA HA KPacHbIN LBET).

6. B 6snoke «MHPopmauua» otobparkaetca cBogHas MHGopmauma o MK, Ha KOTOPbIX aKTUBHA
cny»X6a MOHUTOPUHT, UHANKALMA B AaHHOM 6/10Ke OTCYTCTBYET:
e fsrar_id aksemnnspa YTM;
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e Bepcua ucnonblyemoit onepaumoHHON CUCTEMDI;

e Ucnonb3yemsblt BUA KntoueBoro Hocutens (JaCarta unv Rutoken);

o Bepcus cnyx6bl « MoHUTOpUHT YTM»;

e HaumeHoBaHMe 060co61eHHOro NoapasaeneHusn/nceBaoHMMa ob6beKTa (YKasbiBaeTca npu
HaCTPOliKe aKKayHTa, NpeaHasHadYeH anq yaobcrea ngeHTMoUKaumm obbekra);

e Bepcua ucnonbsyemoro YTM;

e Bospact bydepa YTM;

e [lepuog onpoca YTM. [JaHHbIN NapameTp BO3MOXHO M3MEHUTb B KOHPUTYPALMOHHbIX
daitnax cnyx6bl monitoring (cm. noapobHee B n.3). Mo ymonyaHuto cnyxba nepeaaért
AaHHble pa3 B 3 MUHYTbI.

4.4 HUKHMM YPOBEHDb

Craryc cnyxGbi monit... Crarye cnyxGbi trans... Boapacr Gydepa A Mepuop aanpoca O6iee kon-Bo AOK-0B Nocnepansa noanmes (.

ONLINE ONLINE Ons 3 min 569 Oms

Mrgopmauna

AO "Opranusauma®  RUTOKEN A 7BB 2 7 Marasu-2

CBOBO/HOE MECTO Ha fiHCKe OwmbKku RSA OwmbKku rOCT

0 0

Ownbkn YTM

Owwnbok HeT

Bpems GecnepeGoioi paGoTbl YTM

Puc.11

Ha cTpaHuue ak3emnaapa YTM oTtobpaxkaetca noapobHasa nHbopmaums 060 Bcex napameTpax
obocobneHHoro nogpasaeneHma opraHmsauum (puc.11):

1-2. B neBoMm BepxHEM Yry pacnonaratotca 6J10KM ¢ MHAUKAUMEN coCTosHUA CyKb «transport» un
«monitoring»;

3. [anee pacnonaraetca 610k ¢ nHbopmaumen o Bospacte bydepa (B MuHyTax/agHax). Mo
AOCTUMKEHMIO O4HOAHEBHOIO CPOKA, MHAMKaUMA 6/10Ka CMEHUTCA Ha OpaH»KeByto. B cayyae,
€C/IN CPOK XpaHeHus bydepa paBeH nan bonee 3-x aHel, 6aoK byaeT naeHTMdUUMpPOBaTLCA
KPacCHbIM L,BETOM;

4-5. Mo UeHTPyY B BEPXHEM YacTM CTpaHULbI pacnonaratotca Asa 6noKa: «FOCT» 1 «RSA», KoTopble
npesHasHayeHbl A5 OTCAEXMBAHUA CPOKOB AeNCTBUA cepTUdMKaTOB. [JaHHble OTObparkatoTca B
Hegensax («week»). Mo 4oCTUKEHUIO CPOKa B 1 HEAEN0 MHAMKALMA CMEHUTCA Ha OPaHKEBbIN
uBeT. Mo AOCTUKEHUIO 3-X AHEBHOIO CPOKA 0 OKOHYAHMA AENCTBUA cepTUPUKATa MHONKALMS
CMEHUTCA HA KPAcHbIN LBET;
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6. B 6s10Ke «Mepuog 3anpoca» otobparkaerca Bpems, yCTaHOB/EHHOe A5 OTNPaBKW NapameTpos
B cepBuc « MOHUTOPUHT YTM». [0 yMONYaHWNIO YCTaHOBAEH MHTepBaa B 3 MUHYTbI. MHAUKaUMA:

OTCYTCTBYET;
7. Bnok «Obuwee KONMYECTBO AOKYMEHTOB» 0TOOpaXKaeT KOIMYECTBO OTMNPAB/EHHbIX OKYMEHTOB

3a cyTKU. MHAMKauma: oTcyTCTBYET;

8. B npaBom BepxHeM yray CTpaHMLbl oTobpakaeTca MHPopMaLMA 0 BpeMeHU nocaeaHel nognucu
YTM (B munnucekyHaax). MHauKauma He NnpeaycMoTpeHa;

9. B 6noke «MHbopmauma» oTobparkaeTca ceogHas MHbopmaums o MK, Ha KoTopbIX aKTUBHA
cnyk6a MOHUTOPUHT, UHAMKALMA B JAHHOM B/10Ke OTCYTCTBYET:

fsrar_id sksemnnapa YTM;

Bepcusa ncnonbyemoin onepaumMoHHON CUCTEMDI;

HanmeHoBaHWe opraHusaumm;

Ucnonb3yemblit BUA KntoveBoro Hocutens (JaCarta wnn Rutoken);

MAC-agpec MK, Ha KOTOpPOM 3anyLLeHa CyXba;

Bepcusa cnybbl «monitoring»;

HanmeHoBaHue o6ocobneHHOro nogpasgeneHmsa/nceBgoHNm (yKasbiBaeTcs NpU HacTpoiKe
aKKayHTa, npefiHa3HavyeH Ana yaobcrea naeHtTudMKaumm obbeKkTa);

Bepcua YTM.

Mog 6nokom «MHPopmauua» pacnonaratotca 4 MHGOPMATMBHbLIX 610Ka ¢ oToBpakeHnem
coctoaHusa MK, Ha KoTopom paboTaeT cay6a « MoHUTOPUHT YTM».

[JaHHble 6/10KM NO3BOAAT Bam y3HaTb O COCTOAHUMU:

10. UN (ueHTpanbHOroO Npoueccopa);

11. NpoBepuTb Harpysky O3Y (onepatneHaa namsaThb MK);

12. YTO4YHUTb cBOBOAHOE MEeCTO B I0Ka/bHOM XpaHuaumue MK (HDD mau SSD);

13-14. Ha cTpaHMLe TaKXe npeacTaBneHbl 6/10KU C MHANKaUMeM o Konndectse owmnbok ¢ FTOCT u
RSA;

15. Mpun nosiBAeHUN OWINOOK, X TOYHOE onucaHne byaeT oTobparkeHo B 610Ke «OWN6KK YTM»;

16. bnok «Bpemsa 6ecnepeboiiHoii paboTbl YTM» oTobpakaeT nHpopmaumio o becnepeboinHoim
paboTte YTM.
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4.5 [lemo-noruH

Aemo-noruH npegHasHayeH ana geMOHCTpaLnn paGOTbI cepBuca. (DyHKLI,MOHaﬂ OorpaHu4yeH,

obHoBNeHNE MHOOPMALMM NPOUCXOAUT pa3 B 30 MUHYT.
BHewHwW Bua nHtepderica emo-nornHa Ha puc. 12:

CraTyc cnyxGbi monit... CTaTyc cnywGbi trans Bospacr Gydepa

ONLINE DEMO Ons

VnpopmaLmA

JACARTA

CBOGOAHOE MeCTO Ha Aiucke Owutku RSA

0

BecniepeGoituan paora YTM

DEMO

Puc.12

Nepuop 3anpoca Obuyee kon-8o Rok-o8

3 min 21466

OumGKy FOCT

DEMO

Oumbin YTM

DEMO

MocnepHas nopnHc (

1s

NornH: demo

Maponb: jceLYXHY2h

[na Bxoaa B cuctemy ¢ 1emo-10rMuHom Heob6xoaMMO NepenTH Mo CCblKe:
https://demo.monitor-utm.ru
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5. UHAMKauMA no cobbiTUAM

CBoaHas Tabnvua MHAMKaLMK NOo cobbITUAM. [NA Kaxaoro cobbiTusa npeaycmMoTpeHa
COOTBETCTBYHOLLLAA NHAMKALNA:

CobbiTne NHankaums

OcTaHoBKa cNyKbbl «transport»

BepxHWM ypoBEHb: KONIMYECTBO OLIMBOK B cToNbLE
«C6om B pabote», BblaeNIEHME KPACHBIM LIBETOM.
CpeaHW ypoBeHb: CNUCOK OWNBOK B 610Ke
«OwWwmnbKn», B 6noKke «0630p» BblaENEHNE
KpacHbim UBeTom cTonbua «Transport», ctaTtyc
«Offline».

HWKHUIN YPOBEHb: CMUCOK OLWIMBOK B B/10Ke
«OwnbKM YTM», BblaeneHne KpacHbIM LBETOM
6n10Ka «CraTyc cnyK6bl transport».

MNoTepsiHa cBA3b C 06bEKTOM
(oTcyTcTBYET MHTEPHET, He paboTaeT MK)

BepxHui1 ypoBEHb: KOIMYECTBO OWIMOOK B cTONbUE
«C6om B pabote», BblgeNeHMe KPacHbIM LLBETOM.
CpeaHuit ypoBeHb: B 610Ke «0630p» CTaTyC
cnybbl «Monitoring» B cOOTBETCTBYHOLLEM

ctonbue «Offline», BbigeneHne KpacHbIM LLBETOM.
CraTtyc cnyxbbl «Transport» HensBecTeH.
HW»KHWI ypoBeHb: B 610Ke «CTaTyC Cny»Kobl
monitoring» Hagnuce «Offline», Bblaenerune

KpacHbIMm uBeTom. B 610Ke «CTaTyc cnyKbbl

transport» BblaeneHue LBETOM.

OcTaHoBKa c/y*Kbbl monitoring

BepXxHWiA YPOBEHb: KOIMYECTBO OLIMBOK B cTON1bLE
«C6owm B pabote», BblaeNeHNE KPACHbIM LLBETOM.
CpeaHuii ypoBeHb: B 610Ke «0630p» CTaTyC
cnyx6bl «Monitoring» B COOTBETCTBYHOLLEM
ctonbue «Offline», BbiaeneHne KpacHbIM LLIBETOM.
CraTyc cnyx6bl «Transport» HensBecTeH.

HW»KHWI ypoBeHb: B 610Ke «CTaTyC Cny»Kobl

monitoring» Hagnuce «Offline», BbiaeneHune
KpacHbIMm UBeTom. B 610Ke «CTaTyc cnyKobl

transport» BbigeneHue LLBETOM.

OwmnbKuN, cBazaHHbIe ¢ paboToli KoHTelHepa PKI

BepxHW1 ypoBEHb: KOANYECTBO OLLIMOOK B CTOI16LI,e

«Owmnbkn FOCT/RSA», BbiaeneHne KpacHbIM
LLBETOM.
CpegHuit ypoBseHb: B 610Ke «Ownbkn FOCT/RSA»

OTObBparkeH TEeKCT olWNBKM, CBA3AHHbIN ¢ paboToit
KOHTelHepa. B 610Kke «0630p» KoAn4ecTso
owmnbokK B ctonbue «Ownbkn FTOCT/RSA».
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CobbiTne UHauKauna

HWXXHWI ypOoBEHb: UHAOWKaUMA KONN4YeCcTBa

oWwnboK RSA B 610Ke «OwnbKM RSA».

OKOHYaHMe cpoKa aelicteus RSA-ceptudmkara BepxHuit ypoBeHb: B cTon16Le «RSA»
oTobparkaeTcA MMHUMabHOE 3HaYeHue 40
NCTEYEHMA CPOKa AencTeua ceptudmkaTa B rpynne.
Mo AOCTUXKEHUIO CPOKa B 1 Hepento MHAMKaLmMA
CMEHUTCA Ha ugeT. Mo gocTnKeHno
3-X AHEBHOTO CPOKA [0 OKOHYaHMA AeNcTBuUA
cepTudMKaTa MHANKALMA CMEHUTCA HA KPACHbIN

uger.
CpefHui ypoBeHb: B 610Kke «0630p», B cTONOUE
«RSA», 3HaueHue A0 UCTEYEHUA CPOKa AENCTBUA
ceptudukata no fsrar_id. OTobparkaeTtcs B
Hegenax (week) v ansx (day). Mo gocTUReHUo
CpoKa B 1 Heaento MHAMKaLUSA CMEHUTCA Ha

| uBerT. No gocTuxKeHunto 3-x AHEBHOIO
CPOKa 10 OKOHYaHUA AencTeua ceptuduKaTta
WHAMKAUNA CMEHUTCS HA KPacHbIN LBeT.

HuKHWI ypoBeHb: B 6/10Kke «RSA» 3HaueHue a0
NCTeYEHMA CPOKa AencTBus ceptudmKkaTa no
fsrar_id. OTobpaskaetca B Hegenax (week) n gHAX

(day). Mo pocTuxeHuto cpoka B 1 Heaento
WHAMKALUMA CMeHUTCA Ha | ugeT. o
OOCTUMKEHUIO 3-X AHEBHOTO CPOKa A0 OKOHYaHUSA
nencTeua ceptTudmKkaTa MHANKALMA CMEHUTCA Ha
KpPacHbI LBET.

OwnbKK, cBA3aHHbIE C paboTol BepxHuWIi ypoBEHb: KOIMYECTBO OLWMOOK B cTONbUE
KOHTelHepa FIOCT «Owmnbkn FOCT/RSA», BbiaeneHne KpacHbIM
LBETOM.

CpefiHui yposeHb: B 610ke «Owmnbkn FOCT/RSA»
OoTObparkeH TeKCT oWnbKK, CBA3AHHbIN ¢ paboToit
KoHTeliHepa. B 610ke «0630p» KOMUecTso
owmnboK B ctonbue «Owmnbkn FTOCT/RSA».
HUXHWIN YyPOBEHb: MHAMKALMA KOMYECTBa
ownboK RSA B 610Ke «Owmn6KkM FOCT».

OKOHuaHMe cpoKa aencteua NOCT-ceptuduKaTta BepxHuit ypoBeHb: B cTonbue «FOCT»
oTobparkaeTcA MMHUMaIbHOE 3HaYeHue A0
NCTEYEHMA CPOKA AeNCTBUA cepTUdUMKaTa B rpynne.
Mo foCTUXKEHUIO cpoKa B 1 Hepento MHAMKaLmMA
CMEHUTCA Ha ugeT. Mo foCTUXKEHUIO
3-X HEBHOTO CPOKA [0 OKOHYaHMA AeNcTBuUA
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CobbiTne UHauKauna

cepTMdMKaTa MHANKALMA CMEHUTCA Ha KPACHbIN
uBer.

CpeaHuit ypoBeHb: B 610Ke «0630p», B cToNbLE
«OCT», 3HaueHMe 40 UCTeYEHMUA CPOKa AeNCTBUS
ceptudumkata no fsrar_id. OTobparkaeTtca B
Hegenax (week) v ansx (day). Mo gocTuReHUo
Cpoka B 1 Heaento MHAMKaUNSA CMEHUTCA Ha
| uBerT. o goctuxeHuto 3-x AHEBHOIO
CPOKa A0 OKOHYaHUA AeNCTBMA cepTudUKaTta
WHAMKaAUMA CMEHUTCA Ha KPaCHbIW LBET.

HuxkHW ypoBeHb: B 610Ke «FTOCT» 3HayeHue Ao
NCTEYEHMA CPOKA AeNcTBUA cepTUdMKaTa no
fsrar_id. OTobpaskaetca B Hegenax (week) v gHAX
(day). Mo pocTukeHuUto cpoka B 1 Hegento
WMHAMKAUMA CMeHUTCA Ha | ugeT. o
OOCTUNKEHMIO 3-X AHEBHOTO CPOKA [,0 OKOHYaHMSA
aenctens ceptudmkaTta MHAMKALMA CMEHUTCA HA

KPacHbI LLBET.

CpoK Bo3pacTa bydepa BepxHuit ypoBeHb: B cTonbue «Bo3pacT bydepa»
0oTObBpaXKaeTCsA CPOK MAaKCMMa/IbHOTo BO3pacTa
bydepa YTM B rpynne. Cpok 6ydepa moxeT
cocTaBasATb oT 1 muHyTbI (Min) oo 3 aHel (day).
Ecnv BospacT 6ydepa gocturaet 1 gHsa,
WHAMKAUMA MEHSAETCAHA | LUBeT, npu
AOCTUXKeHMM Bo3pacTa 3-x AHei cTonbel,
OKpPAaLLUMBAETCS B KPACHbIV LBeT.

CpefiHWI YPOBEeHb: 3Ha4YeHne bydepa oT MUHYT A0
AHel oTobparkaeTca B 610ke «MHPopmauma», B
ctonbue «bydep».

HuHWI ypoBeHb: Bo3pacT bydepa oTobparkaetca
B oTAeNbHOM 610Ke «Bo3spacT 6ydepa».

Ecnv BospacT 6ydepa goctmraet 1 AgHA, MHAMKALMA
MeHAeTCA Ha | UBET, NpW AOCTUKEHUU

BOo3pacTa 3-x AHel, 610K OKpallMBaeTca B
KpacHbI LBeT.

Mocneansaa noanuce YTM B munancekyHaax (npyn | BepxHuii ypoBeHb: Bpems, 3aTpadyeHHoe Ha
yBEe/NYEHMUM NMOPOrOBOro 3HAYEHUs) noAnuchb nocieaHero oTnpasaeHHoro s YTM
OOKyMeHTa, oTobparkaeTca B paspese
MaKCMMaIbHOro 3HA4YeHMA No rpynne B ctonbue
«MNocnepHas nognucb m/c».

HWXHWI YPOBEHb: 3Ha4YEeHUE B MUIIUCEKYHOAX
oTobparkaeTca B 610Ke «MocnegHAs nognUcb

(m/c)».
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CepBuC «MOHUTOPUHT YTM». Mck® AO «LeHTpHUHDOPM» ‘.’

LEHTPUHOOPM

6. MNMopsapoK peructpaumm nosb3oBarenen

Joctyn K cepsucy « MoHuUTOpMHT YTM» npegoctasnasaetca Mockosckum duananom AO
«LeHTpNHPOPM» MO 3anpocy, B pamKax AOrOBOPHbIX OTHOLLEHWIA.
3anpoc Heob6xoAMMO OTNPaBUTL Ha NouTy: info@r77.center-inform.ru

B nucbme HeO6XOAMMO yKas3aTb:

1. HanmeHoBaHWe opraHusaumu;
NHH;
KoHTaKTHOe nnuo;
KOHTaKTHbI Homep TenedoHa;
Konunyectso ak3emnnapos YTM.

A wN

Mo Bawemy obpaleHunio c Bamu cBAXKETCA onepaTop IMHUN TEXHUYECKON NogaepKKku dunmnana.

7. YpaneHHoe conpoBoXKaeHue

B pamKkax AoroBopHbIx oTHolweHu, Mockoscknit dpunman AO «LeHtpUHPopm» npeanaraer
AONONHUTENbHbIN CePBMC NO Noaaepke pabotocnocobHocTn YTM Ha 06beKTax ¢ MCNo/ib30BaHMEM
cepsuca « MoHuUTopuHr YTM».

B cnyyae BbIIBIEHMA COObITUIM, NPENATCTBYIOWMX KOPPEKTHOMN paboTte YTM, nnHxeHepbl Mck® AO
«LleHTpUHPOPM», B KPYr/IOCYTOUHOM PEKMME, BbINOJHAOT COrNacoBaHHbIe MepPbl 418 YyCTPaHeHUA
WMHLUMAEHTA, YTO NO3BOISIET ONEPATUBHO YCTPAHUTb COOUN N CBECTU K MMHUMYMY HapyLleHunsa busHec-
NPoLECcCcoB opraHM3aLUum.

C NONHbIM CMIUCKOM COBBITUI U BO3MOKHbBIX AeNCTBUIA MHKeHepoB McK®D Bbl MoXKeTe 03HaKOMUTLCA NO
ccbinke: https://r77.center-inform.ru/wiki/index.php/Cepsuc _no yaanéHHomy conposoxkaeHuio YTM

8. Chyx6a TexHUYeCKoM noaaep>KKu MockoBcKkoro pmamana
AO "UeHTpNHDOPM"

padumK paboTbl cayKObl NOAAEPIKKU:
€ 9:00 o 17:45 - exkeAHEBHO, 33 UCK/IOYEHUEM BbIXOAHbIX M NPA3AHUYHbIX SHEN.

e [opoackon TenedoH +7 (495) 640-31-21
e e-mail: info@r77.center-inform.ru

[ononHutenbHaa nHpopmauma no paboTte cay»Kbbl TEXHUYECKOW NOAAEPMKKN A0CTYMNHA MO CCblIKE:
https://r77.center-
inform.ru/wiki/index.php/Cny>k6a TexHWYECKOM NOAAEPIKKM ANA KAMeHTOB MOCKOBCKOro duavana
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