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BHUMAHMUE! Bce yKaszaHHble HUXKe AeCTBMA HEOBX0AMMO BbIMOJIHATL C NPaBaMM JIOKa/IbHOTO
AAMUHUCTPATOpA.

YcTaHoBKa KpuntollPO

MpoBepKa ANLEH3UM

Mepen ycTaHOBKOM NporpamMmmbl MPOBEPbLTE, HA Kakyto Bepcuto Kpuntollpo Bam BblgaHa ANLEH3UA.
JINLEeH3nM MoryT BbIrNSAETh C/ieAyoWmnm obpasom:

1. Jnuensua «KpuntolPO CSP» Ha roa:

000 "KPMNTO-NPO"

http:/fwwiw. CryptoPro.ru
infe@CryptoPro.re

A
P KPUMNTOMPO
L

NMnuen3na Ha Npaso McnonbsosaHmAa CK3M "KpunTtoNpo CSP" sepcum
4.0 Ha ogHom pabouem mecte MS Windows B cucTemMax npeacTasneHmn
B 3NEKTPOHHOM BMAE Aeknapauuii ob obweme nponzesoacTea, obopora
M (MNK) MCNONBIDBAHWMA 3TUNOBOrC CNWUPTA, ANKOTONBHOH W
CNMpTOCOAEpHallei NPpoayKUHK B OpraHbl rocyAapcTBeHHOR BNacTH,
OCYLEeCTBNAKUHWE rocyAapcTBeHHbIE NONHOMOUYHA MO NPHEMY TAKHX
AeKnapayWi, co CpoKoM AedcTenn 1 rog

HacToAlan NpoCTan {HEMCKNKYHMTENEHAA ) TMUeHSHA NPpeqocTAaanAeT NPasa No MCNONs30B3HMID
NPOrPaMMHOTD NPOAYKTE H3 DAHOM PaboueM MECTE WK CepBepe B COOTBETCTBMH C ero
HazHaYeHHWeM ¥ NPAEUNaMH NONLEICBAHMA, HANMEHHEIMK B El-KCM',faTaI.IHDHHDﬁ OOEYMEHTALMK,
CNEAYIWHAMA CNOCO0aMK: yCTAHABNHBATE NPOrPEMMHBIA NPOAYKT B NEMATE JNEKTPOHHG:
BEYMCAMTENEHOR MALWWMHL, BOCADOWIBOAWTE NDOFPA MMHBIA NpOOYET NYTEM Ero 3anKkcy 8
NaMATE 3nEKTpDHHU-EbI'—iHCIIHTEJ‘IbHDI:‘I MAWKWHE ¥ NEPENAEETE HICTORWYH NMuyeHzrn ApyraM
UTET R

BeafaHa opradnIaudi (MdueHanwaty):  Meg® AD "LienTpHudopm

Cepuiineii Homeps d

A £

G

NuyaHaus E:p.ﬁﬁ.ﬁup;j'né!-m:-: 000 "KPMNTO-NPO"
Hara d:upumh_ﬁnl'aﬁhn:" un?.zuzo

Cpok AeACTEMA NWUEHIWW,  CPOK ASHCTBMA cocTaanAeT 15 macAues 1
A iy  MCMMCNAETCA C AaTkl hopMHPOBAHHA,
7 ywkazaHHOR Ha HacToAawem Gnanwe. fJaTta
 OKOHHMAHWA AEACTBHAL
p—— 103.10.2021

KoHEHHBIA l'l-qt"l:::EiDBE-"l'Eﬂb:
TR
:-'z'
* MNpoBeprTe AMUEHINKD HOSHD HE :aﬂsijg_lﬁl;rp:.-f.-'www.-:r!.rpl.‘oprn.ruschm

** [porpaMMHEIA NpogyKT npenuﬁﬁ’_ﬁﬁ:ﬁﬁh HONOABICBAHMA B CNPRALNENHLX ONERAURDHHBIX
cucTemax, Noapobues Wa caite hED:wWww cryptopro.ru/products/cspfcompare
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2. JnueHsus «KpuntoMPO CSP» beccpoyHas:

000 "KPUNTO-NPO"

Fiip: /i wewew Crypolieg

7N
P KPUNTOMPO

Nuuenans Ha npaso ncnonelosannA CK3IW "Kpuntofpo CSP" sepcun
4.0 Ha oAHOM paBoYeM MecTe

HacTORWAR NPOCTAN [ HencnusMTenssan ) MEUEHIMn NDeQOCTAANAET NpaBa No
HCMONB30B3HMD NDOrRasMMH0TD NpoOYETE 8 COOTEBETCTEHE C BrD HATHALUEMIBEM 1 MDABANEMA
NOABIOBAHAA, MINOMEHHMA B SLCAMYATALACHHGR Q0KYMEHTALNMN, CRERYWOLMMA cnocobama;
YETAHABNMBATE NPOTPAMMHLIA NPOAYET B NAMATE ANEKTROMHO-BEIMACAWTENBHOR MALLWHLB,
BOCNPOMIBOAMTE NBONPAMMHBIA NPOAYKT AYTEM €M0 3ANWEH B NamMATe MEKTROHHD=
BEMHCNATENRHOR MAWWHE # NEpEAaBaTy HacToRulyo Mugexzmn ODYrAM NdLEM.

Buigasqa opravmiagme (Nuueranaty): Mex® AOQ "UentpHMudopm

Cepuitmpl momep:
Nejgrans chopvrposasa: 000 "KPHNTO-NPO"

Aara dopuupopanna;  22.01.2020
CpoK 0eRCTEMA NHLEHIAN Hnﬂ-"pauuuul

Kprgasp i NaNedOBaTEe s

® NMposepeTe AuySsimg Mom=0 w8 CRRTS P/ fwenw. cryplopro. ru/check

** MporpasMpsl NPOAYET MISLAAIHISNEN ANA WCNOARIORSHHA B CTDREERE i O DS O
chcTemax, Moapobnes Ha cadme NER: [ fwweeryplagro. i) products/cspfcompare

Bes BBOAaA cepuiiHoro Homepa nporpamma «Kpunrtolpo CSP» npopaboTaeT orpaHn4YeHHbIn cpok (1
MecsL, nocsie NepBUYHOM YCTaHOBKK) U NpeKpaTUT cBoto paboTy A0 Tex Nop, NoKa He byaeT BBeaeH
CEPUNHBIA HOMEP NPOrPaMMHOro NPOAYKTa.

[na npuobpeTeHna NpoayKTa pEKOMeHAYEM 03HAKOMUTBLCA C MHCTPYKLMEN MO perncrTpaumm Ha
cante MocKoBsckoro ¢unmana AO «LleHTpUHPOpM» No ccbisike:
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YctaHoBka KpuntollPO CSP

YctaHosuTe «Kpunrtolpo CSP» Toi1 Bepcuu, KOTopas yKasaHa B Balen nMueHsnn n cootsetcTsyeT
napameTpam Baweli onepaunoHHo cuctemsl. Auctpunbytnebl Kpunto NMPO CSP pasmelleHbl Ha
odUUMaNbHOM CalTe NPOrpPaMMbl.

Mocne 3anycKka NporpaMmsl YCTaHOBKM 3anycTute ¢paia ABOMHbIM KNMKOM MbIWK, Cheayite
MHCTPYKLUMAM YCTaHOBLUMKA.

YCcTaHOBKa ApalBepoB A1 paboTbl C KAOYEBLIMM HOCUTENAMM
3NIEKTPOHHOM NOANUCH

YcTaHoBKa aparsepa ana pabotsl KM JaCarta
B cnyuae, ecnn Bamum ncnonbayetca Katoueso HocuTenb JaCarta (JaCarta-2 SE), HeobxoAMMO CKayaTb U
yctaHoBuTb MK "EguHbiii KnueHT JaCarta" c caiiTa npounssoantens Knwoua.

Mocne 3anycKa NporpaMmbl YCTaHOBKM 3anycTute ¢aiin ABOMHbIM KMKOM MbILWN, CieaynTte
MHCTPYKLMAM YCTaHOBLLMKA.

Mopsagok NpnobpeTeHUA KNoYeBOro HocuTens Ha cante Mockosckoro punmana AO

«UeHTpNHbDOPM» pasmelLEH MO CCblIKe:

YcTaHoBKa aparsepa ans pabotbl K3 PytokeH 3LM 2.0
B cnyyae, ecnn Bamum ncnonb3syetca KatoueBon HocuTenb PyTokeH 3LUIM 2.0, Heobxoanmo cKayaTb
«MaHenb ynpasneHua PyTOKeH» M YCTaHOBUTb C CailTa MPOMU3BOAUTENA KAtOYa.

Mocne 3anycka Nporpammbl YCTaHOBKK 3anycTuTe Gain ABOMHbLIM KAMKOM MbIWW, cheayiTe
MHCTPYKLMAM YCTaHOBLLMKA.

MopAAoK NpuobpeTeHUs KAo4eBoro HocuTena Ha caite MockoBcKkoro puamana AO
«LleHTpUHbOPM» pasmeLLLEH MO CCbiKe:
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YctaHoBka Microsoft .NET Framework
«.NET Framework» TpebyeTtca a1a BbINOJIHEHNA NPUOXKEHNN Ha Bawem [MK.

MpoBepbTe Ha/MYMe yCTaHOBEHHbIX Framework Ha KomnbloTepe. B cnyyae HEOBXOAMMOCTU, CKavaTe
n yctaHosuTe MO c opuymanbHoro caita Microsoft no cebinke: https://www.microsoft.com/ru-
ru/download/details.aspx?id=17851

YCTaHOBKa JIMYHOIO cepTuduKaTa

YcTaHOBKa IMYHOro ceptuduKaTa Tpebyetca ToNbKO ANA KAYeBoro Hocutensa PyTokeH. Ona KIMN
PytokeH 3UM 2.0 n JaCarta gaHHan ycTaHoBKa He TpebyeTcs.

MpoBepKa Hann4na cepTUPUKaTa B KOHTENHEPE
Mepen yCTaHOBKOM NIMYHOTO cepTUOUMKATa C HOCUTeNs PyToKeH, Heobxo4MMOo NPoBEPUTL HaMumne
cepTudUKaTa B KoHTelHepe. [aa aToro:

1. 3anyctute nporpammy «Kpuntollpo CSP»;
2. OrtKpoliTe BKNaaky "CepBuc" 1 Haxkmute KHOMKy «MpocmoTtpeTb cepTudUKaTbl B KOHTEliHepe»:

2 Kpunrollpo CSP X

ANOpHUTHES! BE30NaHOCTL Winlogon Hactpoiea TLS
Ofume OBopyaosame Cepemc [ONOIEMTERHD
KOHTEIHED SEKPEITOND KIE0US
3TH MACTEPS NOSE0ME0T NPOTECTHPOSATL, CKOMMPOSSTE MM
YAAIMTE KOHTEMHED 3EKDuITON0 KIB0US C HOOATENS.

CromposaTb... Yaammo...

3TOT MCTED NOSBONAST (BRA3STL CEPTHWNKST 1S daiina C
KOHTEMHEDDM 33KPEITOND KI#0Ua, YCTSH0SMS 3TOT CEpTWIMKST B
NS SBMLE.

YCTaH0euMTD IreHss CcepTdeeaET. ..
MEpOMm 33PLITH KEoUS

3TH HECTEPE NOSSOME0T MEHEHMTE NaponM (TMH-«0a51) 3aKpeIThIX
KUBOUEH WM YAAIMTH 3EN0MHEHHLIE PEHEE NaPoiM.

MEMet T Napons. .. YAAMTH 33N0HHEHHLIE Napoi. ..

3. B OTKpbiBLIEMCA OKHE KANKHKUTE "0630p":
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[{2 Ceptudmkarsl B KoHTERHEpPE 3AKPBITOrD KAKOHA X

KoHTefihep 3aKphiTOro KnkoWwa
BEEQWTE MMM YKAKWTE KOHTEAHED 3AKPEITOND KAKKWA ANA NPOCMOTRA g
CEPTUPUKATOR B 3TOM KOHTEAHEpE

MIMA KNkoHesoro HDHTEIFIHEDH!

| Ofage...
BEEOEHHOE MMA 3A0AET KNKYEE0H KOHTEARED! Mo cepTudimcaTy. .,
(@) NonesosaTens

KoMNET Epa

BeifepuTe CSP anA NoMcKa KNOHEBEIX KOHTERHEPOR!
Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider W

< Hasag Aanee » OTHEHA

4. BblbepuTe KOHTENHEP, KOTOPbIA HEOOXOANMMO NPOBEPUTL HA HANNUYME B HEM cepTUdUMKaTa, U
KANKHUTE «OK»:

8 KpunroMpo CSP bt

0:09:37
Beifiop KAKYEBAre KOHT&AHEPa

B EnWcKke NoKaseiBaTs:
(®) lpywecTeeHHsIe imeHa () YrHuKansHele iMeHa

CRMCoK KNoHesEx KDHTEHHEWH NONE3I0BATENA:

CunTeBaTENE  MMA KoHTElHEpa
Aktiv Rutoke,,, 10301046_

5. TMocne Toro, Kak B nose «MMa KNIOYEBOro KOHTeHepa» yCTaHOBUTCA Ha3BaHWE KOHTEHepPa,
HaXXmuTe KHOMKY «Janee»:

PykoBoacTtBo nonb3osatena ot 08.12.2023r. Crp.7



HacTtpomnka NK ana pabotsbl ¢ 3N aAna nepenavm aeknapaumn 8 PocankoronbtabakKoOHTPOb

| 10301046 _

(10 Ceptudnkatel B KOHTEAHEPE 3AKPEITORO KAKIHA

KOHTEiHep 3aKPBITOro KNoYa

BBEarTe MNK YKAKUTE KOHTEAHED 3aKPEITOMD KAKDHa ANA NPOCMOTPE
CEPTUPUKATOR B 3TOM KOHTEAHEpE

MMA KMo-esoro KoHTEAHepa:

BEeAsHHO® MMA 3A0AET KAKCHEBOA KOHT&AHEP!

(@) NonssosaTens
KoM TEpS

BeifepuTe CSP anA NoMcKa KNOHEBEIX KOHTERHEpoR;
Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider

Hasan OTMeHa

I

Ofzop...

Mo cepTudimcaty. .,

6. Ecnu oTkpoetcs okHo «BBegute PIN-Kog ana KoHTeiHepa», Heobxoaumo seectu PIN-koa ansa
HocuTena. PIN-Kog HocuTena no ymonyanumio: 12345678;

7. Ecnu oTKpbliocb OKHO «CepTUdUKAT A4 NPOCMOTPa», 3HAUMT B KOHTEMHEPE eCTb INYHbIN

cepTUdUKAT M Bbl MOXKETE €ro YCTaHOBUTD.

YcTaHoBKa cepTudmnKaTa
1. [nsa yctaHoBKM cepTUdUKaTa, KANKHUTE «CBOMCTBaN:

CeprndmkaT ona npocMoTpa
MpocMOTPMTE M BelbepuTE cepTHdUKaT

|42 CepTndmkaTsl B KOHTEIHEpE 3aKPLITOTO KIMOYE *

CepTHdHKaT:
CybbexT:
MocTaBwmK:
OeifcTBATENEH Ct

[OeifcTBATENEH NO:

CepuiHEIR HoMep:

[ A "LEHTPUHOOPM® |
[ cHUNC= 11645060227, OrPH=1177847005930, MHH=007841051711, E+|

[ orPH=1177847005530, MHH=007841051711, STREET="Y/IAL|A OBPASL|
[ 30 oxafipa 20191, 10:37:39 |

| 30 oKkTAGPA 2020 1. 10:47:39 |

| 01CB 205E 5978 FOI581ES 1IESFADE 63FIBA |

YCTaHoBUTE ma. -

Obzop...

< omen
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2. Bo Bk/agke «O6uee» HaXKMUTE KHOMKY «YCTaHOBUTb CepTUDUKAT...»:

& Ceprudunar X

Obwme Coctas MyTo cepTideecass

“ Ceeqenna o ceprndmraTe

IToT cepTdNKaT NPEAHAIHAYALTCA fNA:
* MOATBEOWAMET YAANSHHOMY KOMNSIOTEDY -
MASHTHWDMKALISD BAUETD KOMNSIOTEDA
* SaupauseT CoODUIEHR INSKTROHHON NOYTE
* K nacc cpeacTaa N KC1
+ Knacc cpeacrsa N KC2
* MON=308aTens LisHTpa PeruwcTpawssy, HTTP, TLS wewest ¥

KoMy Bbigan: AQ "UEHTRHOOPM"

Kem Bpagan: AKLIMOHEPHOE OBWECTBO "LEHTPMHOOPM®

AeicranTtenen ¢ 30.10.2019 no 30. 10. 2020

? ECTE 385DeITES KIB0Y ANRA ¥TOMD a.

3. [nAa noarseprKAeHUA YCTaHOBKMU, KNINKHUTE «[lanee»:
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£* MacTep WMNOpTa CepTUBUKATOR

Macrep umnopra ceptudukaros

STOT HACTED NOMOM3ST KOMMPOBATE CEPTUEMKATEI, CTICKH J0BEDHA M CTHMCKM OTIHBA
CEPTUGNICATOS C NOKANLHOND QWCKA B Xparsuiaue cepTudusaTos.

CepTinpieaT, i LIEHTDOH CepTide  ABNAETCA NOATBEIKASHIIEN BAWEH
MRTHOCTH M COASPNMT sbopHaLseo, neoﬁmnmm ANA 3JUMTEI O 3--D0 WM
YCTAHOBNEHAA 3BV EHHSIX CETEBLI NOAKMOLERH!, XDarsUwLe CepTidwKaTos —
7o ofinacTs oTeMsl, JEHHARA ANA X cepTHieeaTos.

Patnonoxerie Xpassusaua
(®) Texywusi nonssosaTens
(O Noxansresi KownsoTep

Ana rpx 1A HENHITE “anes”,

4. B oKHe «XpaHunuwie ceptudukatoB» Bbibepute perkmum «fomectutb ceptuduKaTbi B
cnepylowme XpaHUAuLWe» 1 KAMKkHute «063op»:

€ £* Macrep mmnopTta cepmupmxaTos

Mpaswnmue cepriduxaToe
Xparsusaua CEpTEMKETOS - STO CACTEMHNIE 0ONACTH, B KOTOP:IX
NPSHATCH CEDTIMIMKETE.
Windows SoI0EDST XDSHHUBILE, WM Bxl MIKETE YKE3STE
CEpTIiWEETE BDYEHYIO.
O EuibpaTs XpasuBaLe Ha 00HOSE THNa cepTwdneEaTa
(®) MomecriTs Bee CEPTIIMKATE B CNEAYIOUIEE XDESUBLE
Xpas cepTiny 5: +¥
0Ofz0p.

5. Bbligenute xpanmaunuwe «JinuHoe» n KAnkHuTe «OK»:
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(I BeiBop xpanunuwa ceptuduiara X

BlifeprTe XpAHUAMLLE CEpTUQUKATOR, KOTOPOS Bil
HOTHTE n:nnnh:naa'ri. -

_
| AoBEpEHHEIE KOPHEBEIE LEHTPE CEPTI]
| [osepiTensHEIE OTHOWEHWA B NpEAnpl
| MpoMEsyTOHHEIE WEHTPEI CEPTAgIMKALA

| AoBspEHHEE 13ASTERM

L
BT AR BTl W AT AP T AP A
< >

il

[CNokasate dusmieckue xpanungla

OTMEHA

Mocne TOro, Kak B nosie «XpaHuauiie cepTMPUKATOB» NOABUTCA MMSA XPAHUINLLA, HAXKMUTE KHOMKY
«[anee», a 3atem «lfotoBo». OTKpoeTCcA OKHO «MMNOPT ycneLwHO BbINOMIHEH)» - 3TO O3HAYAET, YTO
cepTMdUKAT yCnewHo ycTaHoBeH. 114 3aBepLUeHMA YCTaHOBKM KAMKHUTE «OK» - «lFotoBO» = «OK».

YcTaHoBKa cepTudmnKkatoB PocankoronbTabakKOHTPONS
[ns ycTaHOBKU cepTudmKaTa:

1. CoxpaHuTe Ha KOMMbIOTEP apXUB C CePTUPMKATOM POCanKoroibTabakKOHTPOIA MO CCbIIKE
https://fskatr.gov.ru/files/rosalco.zip;
2. Pacnakyiite apxus;

3. B nossuBlueica nanke byaeT yeTbipe cepTUdMKATA, KAXKAbIN U3 KOTOPbIX HYXHO YCTAaHOBUTb
noo4yepégHo;

4. 3anycTuTe nepsblit cepTUPMKaT «OpraH UCNOAHUTENbHOM BAacTU cybbekTa PO» aBoOViHbIM
K/IMKOM MbILLIY;

5. B oTKpbiBleMCS OKHe «CepTUPUKAT» KAUKHUTE «YCTaHOBUTb cepTUPUKaT»:
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af CepTudmkat >

Obwwe  Cocras MyTe CEPTHDMKALYN

@ﬁ CeeneHuA 0 cepThhuKaTe

Mp# NnpoBepKe OTHOWEHAR O0BEPHA NPOH30ILINE
cHcTeMHan owmbia.

HomMmy BoigaH: CpraH UoNonNHWTENEHDA BRACTH cyibekTa PO

KeMm Bhigan: PoCanKoronsperyniposaHIe

OeiticteuTensd ¢ 09, 10,2019 no 09,01, 2021

YCTEHOBUTE CEPTHOMKET. .. 3aABNEHWE NOCTABWWKS

6. [Na Npofo/KEHMA YCTAHOBKM HAXKMUTE KHOMKY «Janeen»;
7. B cneayouiem okHe ycTaHosuTe pexnm «MomecTutb Bce cepTuduKaTbl B cneayiouiee

XPaHUAMLLE» U HIXKMUTE Ha KHOMKY «0630p». M0ABUTCA OKHO, B KOTOPOM HEOBXOAMMO
BbIGpaTb XpaHUAULLE cepTUPUNKATOB:
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& % Mactep vmnopTa cepTWdNKaTOE

Xpanwnuwe cepruwurkaTos

KPEHMMKMLWLE CepTUhMKATOE - 3T0 CMCTEMHBIE 0BNacTH, B KoTopkIx
NPEHATCA CEPTUQMKATEI,

Windows aETOMaTHMUYECKI BbIBEPET XPEHUMMLLE, UMW Bl MOXETE YKA3ETh
PECMONOHEHWE CERTURMKATE BDYYHYHD.

() ABTOMETMYECKM BRIGPATE XPEHWMWLLE HE OCHOBE TWNA CEPTHRMKATA
(@) MOMECTUTE BCE CEPTUOMKATEI B CNEAYIOLEE XPEHUMILE

¥PEHMMMLWLE CEPTUDMKATOE!

| Chzop...

8. YcrtaHoBuTe dalin cepTudMKaTa B XpaHUAULLE «[pyrue nonb3oBaTeNn» 1 KANKHUTE « OK»:
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BeiBop xpaHunuiwa cepridgimeara =

BribepHTE ¥PaHMAKMLLE CEPTUDMKATOE, KOTOPOE BEl
XOTHTE MONB30EETE.

[ ] Nocraswwkm cepTydm poBEPKM 1 A
i 7| Local MonRemovable Certificates

i 7| MSIEHistoryJournal

“-{ 7] LoBeperHbie KopHEBEIE CEPTMOMKATSI | " HE; Wil Bl MOMETE YKazaTh

ofNacTi, B KoOTopkIX

< >

Ha OCHOBE TUNaS EEDTMEIJMKETE

[ NokazaTs duzMHecie KxpaHAnMLE

omers

L . ™

™~

HOLLEE XPaHMNKLLE

| I Ohzop...

Janee CTraeHa

9. [1ns 3aBeplieHMA YCTAHOBKU KANKHUTE «[anee» - «FOTOBOY»;
10. Takunm e 06pa3om ycTaHOBMTE Nocaeaytowme cepTUdnKaThbl.

3aKkrYeHmne

Mocne BbINOAHEHMA BCeX pekomeHaaumin Baw MK 6yaet rotos Ans nepegayuv Aeknapaumi s
PocankoronbtabakKoHTPOb.

B cnyyae BO3HMKHOBEHUSA TpyaAHOCTeN, Bbl MoXeTe 06paTUTLCA B CAYXKOY TEXHUUYECKOW NOAAEPIKKN ANA
KnneHToB MockoBckoro ¢puamana AO «LeHTpUHPopm». C KOHTAKTaMU TEXHUYECKOM NoAAeP KU
pekomeHayem 03HaKOMUTLCA MO cebiike: https://wiki.r77.center-
inform.ru/wiki/index.php/Cny>k6a_TexHMYeCKON MOAAEPKKM AN KAneHToB MocKoBCcKoro dwuavana
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